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Figure 7: Static filtering for Snort Syslog and Samhain

4.2.2  Adaptive filtering

Text classification methods for adaptive filtering were applied to Syslog alarms. The
data set used. when evaluating the adaptive filtering, consisted of messages collected
over the period of two months. The data was labelled as “interesting”™ or “uninteresting”™
by a security expert. An interesting message contains valuable indications of an attack.
For ecxample. a message saying “telnetd|1]: Successful login as user root”™ or “File
changed™ is classified as interesting, but messages such as “Garbage collecting while
idle” will be classified as uninteresting. When classifying the messages, the ficlds:
Facility, Priority, Program and Message of each Syslog message were included. The
field Level was excluded since it has the same value as the field priority.

The whole data set contained 156 212 alarms, where 18 941 of them are classified as
interesting. These alarms where then divided into different sets for training and testing.
The test data set contained 53 722 alarms, where 10 621 of them are classified as
interesting.

Table 2 shows the results of the adaptive learning algorithm in terms of the precision of
the results produced on the test data set. By precision here we mean the number of
correct classification divided by the total number of alarms.

Data set |[Correct classifications |Incorrect classifications [Precision

Test part (53682 40 0,99926

Table 1: Result of text classification for adaptive filtering

As the last column indicates, the method is likely to classify the alarms with a very high
precision as long as the seclected attributes for classifying the alarm messages as
interesting/uninteresting and the training data remain valid in the eyes of the security
expert.
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4.2.2  Adaptive filtering

Text classification methods for adaptive filtering were applied to Syslog alarms. The
data set used. when evaluating the adaptive filtering, consisted of messages collected
over the period of two months. The data was labelled as “interesting”™ or “uninteresting”™
by a security expert. An interesting message contains valuable indications of an attack.
For ecxample. a message saying “telnetd|1]: Successful login as user root”™ or “File
changed™ is classified as interesting, but messages such as “Garbage collecting while
idle” will be classified as uninteresting. When classifying the messages, the ficlds:
Facility, Priority, Program and Message of each Syslog message were included. The
field Level was excluded since it has the same value as the field priority.

The whole data set contained 156 212 alarms, where 18 941 of them are classified as
interesting. These alarms where then divided into different sets for training and testing.
The test data set contained 53 722 alarms, where 10 621 of them are classified as
interesting.

Table 2 shows the results of the adaptive learning algorithm in terms of the precision of
the results produced on the test data set. By precision here we mean the number of
correct classification divided by the total number of alarms.

Data set |[Correct classifications |Incorrect classifications [Precision

Test part (53682 40 0,99926

Table 1: Result of text classification for adaptive filtering

As the last column indicates, the method is likely to classify the alarms with a very high
precision as long as the seclected attributes for classifying the alarm messages as
interesting/uninteresting and the training data remain valid in the eyes of the security
expert.
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